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Personnel

EMPLOYEE USE OF EMAIL


By using the email system, the employee or user expressly consents to the District's email policy. The user agrees not to misuse or abuse the email system, agrees to comply with all limitations set forth for the use of the email system in this regulation and related District policies and regulations and understands that the email system is not a private communication medium.

Violation of these policies will be subject to administrative review and possible disciplinary action, up to and including dismissal, if deemed necessary.

Business Tool:

The email system is a business tool owned and paid for by the District; therefore, the email system is the District's property.  All email messages are the property of the District and are subject to office policy, procedures and control. As such, the District has the right to review them at any time.

Spam: 

Spam is defined as unwanted, non-business email either being sent into the District or sent by someone within the district.  Messages of this nature can include chain letters, cartoons, etc. Employees should not send out spam emails. 

The District will make every effort to ensure that email messages received in the spammail@egusd.net inbox are reviewed on a daily basis and that valid emails are unblocked and sent to the intended recipient.  
Incoming spam will be processed in the following manner:

All email messages blocked as spam receive the following notification via reply email:

Your email message has been blocked as a possible Spam email by the EGUSD Mail Filtering System.  If you feel your message is not spam mail and should have gone through unblocked, please forward the blocked message to spammail@egusd.net, and we will research your request in a timely manner.  Thank you for your cooperation.

Email messages received in the spammail@egusd.net Inbox are reviewed on a daily basis.  The requests for unblocking are forwarded to the intended recipients with the additional email text added:

Hello,

I wanted to verify that the email address below is a valid sender to you.

Thanks,

xxxxx xxxxxx

Email Administrator

EGUSD – Technology Services

xxxxxxxx@egusd.net
Once confirmation is received back from the District staff member, the request for having the outside sender’s email address added to the unblocked list is processed according to the response of the District staff member; positive verifications are added to the unblocked list, negative verifications are discarded.   In cases where the staff member is unsure about the identity of the outside sender, the designated Tech Services staff member will attempt to provide any additional information that could be used to assist in the verification process, including forwarding in the original, blocked email messages.  With all requests received for unblocking email addresses, Technology Services will review the message content to ensure that the subject matter does not violate EGUSD District Standards for appropriate conduct.

In cases where an outside email address is positively identified as a valid sender, in addition to adding that address to the unblocked list, a notification is also sent out to the District staff member who verified the outside sender’s identity and the outside sender confirming that the email address has been unblocked.

Technology Services will make all efforts to process requests for unblocking within 24 hours of receipt of the original, unblocking requests.  The only exceptions to this are requests that are submitted either during the weekend or on any district-wide holiday.  Those requests will be processed as quickly as possible with a goal of within 24 hours of the Technology Services staff members returning to regular business hours. It should also be noted that should the District recipient be unavailable or not respond to the email, it will extend the timeline.

District staff members can also submit requests for email unblocking directly to the spammail@egusd.net address using their internal, EGUSD email account.  Because access to these email accounts is limited to verified District employees, no additional identity verification will be necessary in order to process these requests.  Any specific email addresses indicated within these requests will be added to the unblocked list as quickly as possible with a goal of within 24 hours of their receipt.  As the processes for filtering email for spam are updated or change, additional methods for requesting email addresses be unblocked will be made available to all staff members.

Phone requests for email addresses to be added to the unblocked list will not be processed under any circumstances.  In addition, requests to have entire domains added to the unblocked list, i.e. gmail.com, ibm.com, dss.ca.gov, will not be added to the unblocked list due to the potential for increased spam entering the district due to spoofed email addresses.  Only specific, individual, email addresses will be added to the unblocked list.

Parent Emails:
Email communication is a very effective means for parents to communicate with their student's teacher.  Teachers and other District employees will make every effort to respond to parent emails in a timely manner.
To avoid the delay of parent to teacher emails, it is preferred that schools collect parent emails into an excel file and send those to Technology Services so they can be “unblocked” all at once. Otherwise there may be a delay for some parents getting their emails through to teachers. 
Privacy of Email:

The District respects the individual privacy of its employees. However, this privacy does not extend to the employee's work-related conduct or to the use of District provided technical resources or supplies, including District provided Internet or email accounts.  Therefore, employees have no right of privacy as to any information transmitted or stored through the District's email system.  To ensure proper use, the District may monitor its technological resources at any time without advance notice or consent. Employees shall use the email system for purposes related to their employment with the District.


Review and Retention of Email:

The District will comply with all state and federal laws as well as District policies and regulations governing retention of email, including email which may be classified as business records, employee records or student records.  

The Technology Services Director (or designee in charge when the Director is out) will review email accounts as part of a requested investigation if a written (paper or email) request is received from any of the following individuals;

Associate Superintendent of Human Resources 

Classified or Certificated Director of Human Resources 

Legal Compliance Specialist 

EGUSD Police Services Chief or Assistant Chief  

Technology Services Director

Superintendent 

Investigations typically are initiated due to an allegation of a violation of law or district policy. 

If time is of the essence, a verbal/phoned request is acceptable from one of the individuals listed above. In such a case, a follow-up, confirming email should be sent to the requestor stating, “Technology Services is proceeding to facilitate the request received via person/phone”.

The purpose of this procedure is to insure that Technology Services always has an authorized request to review email and does not do so without proper authorization. 

If both the Director and designee in charge are not available, the Email Administrator may review the request after confirming with the requestor that time is of the essence and they choose not to wait until these people’s return. 

Often times, when an employee leaves the district, their manager will need access to the employee’s email to find information they need to conduct EGUSD business. These requests will normally be approved as standard business as long as a notification is also sent to the Director of Technology Services. 

Inappropriate Use of Email:

Use of the email system that promotes unethical practices, or any activity prohibited by law or District policy is strictly prohibited.  Except as otherwise indicated in this policy, commercial or political use of the email system is also strictly prohibited.  Messages relating to or in support of illegal activities are strictly prohibited and shall be reported to District authorities and may also be reported to legal authorities.  Employees should be aware that computer files and communications over electronic networks, including email are not private.  This technology should not be used to conduct personal commercial business. 

User Responsibilities


The transmission of information about students or District affairs shall adhere to the following:


· Confidential information should never be sent or forwarded to outside individuals or outside agencies not authorized to receive that information.

· Confidential messages and information should never be sent or forwarded to others, including faculty, staff and students who do not need to know the information.

· Confidential information should not be forwarded to multiple parties unless there is a clear and legitimate need to do so.

· Confidential email should not be retained in an employee's personal mailbox, but should be deleted as soon as possible. Records that need to be kept should be printed and retained according to appropriate policy or regulation.
· Confidential messages from or to legal counsel should not be forwarded to others without counsel's authorization, since such messages may constitute privileged communications between the District and its attorney. 

Confidential information includes, but is not limited to, "Personnel records, medical records, student records, or similar materials the disclosure of which would constitute an unwarranted invasion of personal privacy."


Acceptable Use


· Employees shall use the District’s technology system, including District-provided email accounts, safely, responsibly, and primarily for work-related purposes.

· The employee in whose name an account is issued is responsible for its proper use at all times.  Employees shall keep the account information, addresses, and telephone numbers of other employees private. 

· Network accounts are to be used only be the authorized account holder.




Prohibited Use


· Employees shall not access, post, submit, publish, or display harmful or inappropriate matter that is threatening, obscene, disruptive, or sexually explicit, or that could be construed as harassment or disparagement of others based on their race, ethnicity, national origin, sex, gender, sexual orientation, age, disability, religion or political beliefs.

· Users shall not use email in ways that violate any copyright laws. This includes but is not limited to distribution of copyrighted information, graphics and software.

· Employees shall not send unnecessary messages to a large number of people (i.e. chain mail).

· Email shall not be used to produce, distribute, access, use or store information which would subject the District or the individual to criminal, civil or administrative liability for its use, production, distribution, access or storage.

· Employees shall not use the District’s system to engage in commercial or other for-profit activities without the permission of the Superintendent or designee.

· Employees shall not use the system to promote unethical practices or any activity prohibited by law, or District policy or regulation. 

· Employees shall not interfere with other employee’s use or ability to send or receive email, nor shall they read, delete, copy, modify or forge other users’ emails. Administrative assistants or secretaries may process emails for their supervisor/administrator if the supervisor/administrator requests such duties in writing.  Any emails sent should be phrased with “sent by …. on behalf of (administrator).”Employees shall not use the District’s system for the purpose of urging the support or defeat of any ballot measure or candidate including, but not limited to, any candidate for election to the governing board of the district.
· Employees shall not send email that either masks the employee's identity or indicates that the email was sent by someone else

· Employees may not disclose student information for any reason other than legitimate educational purposes, except as otherwise provided by law. 


Electronic communication on District computers could reflect upon the District since all messages sent from the District include the name of the District in the electronic address.


Emailing to Distribution Groups:
The use of email distribution groups should be limited to those groups that are in direct alignment with a staff member’s physical placement or job classification(s).  Messages sent to groups outside of these criteria must have prior written approval by the staff member’s site or department administrator (principal or director) or Technology Services Director.  Written approval can consist of either a physical document or email message.

In addition to sending out approved messages directly, the administrators of each site\district department and their administrative support personnel have the ability to send email messages to groups outside of their own sites.  

Fundraising Emails: 

In order to facilitate the sharing of information regarding school or district events, fundraisers, and celebrations honoring various staff members, the "District Events" public folder is available for all employees’ use.

Postings will be left in the folder for a minimum of 2 months, but can be deleted by the message creator before then. By placing Event Announcements in the "District Events" public folder, the email load on everyone's account will be reduced while still getting the information out to everyone. 

Fundraising or announcement emails related to District business or school site business should not be sent to district email groups beyond a staff member’s specific site without that Site's Administration and Technology Services' approval. Even announcements sent within a particular site should be stopped if the administration requests such. 

Current district-wide fundraising events such as the annual Golf Tournament, United Way or Daffodil days are authorized for district wide emails.

Use of the Email System by Collective Bargaining Units or Meet and Confer Groups:

The email system may be utilized under the same guidelines provided to these groups that are consistent with the physical mail delivery system.
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